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I C#- Ko 

[f*«2] af^i feasor, 

B=XZ.LT. A = A 2 mo.dNi:A = ABniodN©I|[5:5ci(C^K ^ 

■fr&mmcis^T y <D±&frt>mn^ v hto^t, _tsB^ifctf-/ htc^jsufc 

A — A 2 modNCitl^K fttfctf y h©0^t>ii:tC*f^LT A B m o 
I C*- Ko 
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B = X£UT. A = A 2 mo d N£ A = ABmo d N ©^^£5cSlCfT& 
^£Mlt^fcVATY©Jtf&fre>^f&tf>y h^o^T, _tS^Ifcl^y h IZftJfc Lfc 
A = A 2 mo dN©mC£ff&VV ^^SSIfctfT LT^ffcbf >y h <DM&&t> 
itlcMJCSL/fcABmo d N©SOMCi&^&B ©<(B£:_tiafBmiIIJ&fr e>St U j&tffc 

B = Xi:lt, A = A 2 mo d Nil A = ABmo d N (DUW-Z^KKftteW 
;fr£^lCfc^TY0J:&fre>^ffct^y _tiB^ffcb^y MC^fjSLfc 

A = A 2 mo d NOitH&ff&V^ ±MWm\±v V <Dffi.fr&t>'&lZ.MJ& bt A B 
mo d N©M^C^M^B©1g^±iBiaiSIlIJ2&^b^yat?%<Z)7?$>-2>z:ilS:# 

7 ] *8Sg^# y - f 9 -r h §£fi t ic&&; $ n 5 r £ ic £ 
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±mm^<t%Lmmmw.3--v m*, A^snfcx, Y&tfNssw, a=l 

B=Xi:L/T, A = A 2 mo d N£A = ABmo d Ntf^WSr^SlCfT&V^ 
•fr&ffi.mzlS^TY<D±ifLfr?>Wm¥ V hfo*t, JiSa^bf^y MC*f7&L£: 
A = A 2 modN©II5:ff&^, JifB^fSC^^ h <M#^*>ii:fC*f/S It A B 

mo aN<Dmmz>&mteB<Dm&±mmm.m&frbmv&ti&<Di?$>z>z. n 

a. - )Vm © ^ 4 V D n > fc? rL - # T* & o T , 
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m&m i o ] « 9 ic^r, 
±m^p=t-^mmi. 1 ^<D^mi^m^.±iz^xm^ti& ^. tiz^^x 

$m & # o tz. ? - ? <z> a m ± mw? & -£tf =e y -a. - ;nftj&<z> >r ? D -r > tr ^ - # 
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±mmmmmt. ±m#&&mmmfrb&%tt*titi±mm^itt$tifcT fu* 

[0 0 0 1] 

I Cij- Ktv>f 3>tfn-^tcg8L> 4#tcl C^-F^ 

[0 0 0 2] 
[«£3fc(Di£fl5] 

#H$:«IS^€>TA (Timing Attack ) &<Z> <fc ? ? * > F^mzMtfi-t Z> tc 
[0 0 0 3] 

l £5 t-t sum] 

TV><&„ .TCDZltlCoV^tt. John Wiley & sons fcfc W.Rankl & W. Effing^T 
Smart Card Handbook j ©8.5.1.1 Passive protective mechanisms( 263<^ — is 
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[0 0 0 4] 

SPA ( Simple Power Analysis) mx*lZ> UW-&^(DM\,\ £>£<^ 
^MStlT^-Sv 1 — # &M%t DP A (Diffrential Power Analysis) &T?IZ 

IE l v ^at® zl % iz itmm^m^iz % fcf - # £ o 

[0 0 0 5] 

B&IB<kfglCsB«<Z>J:-5lCTA (Timing Attack ) &<D»£#itLfc51M#I.JgT 

&c»*Mre^&v^ ^^t% *m%mmmz&^T&. ±iaic^-K^i 
mmvmwiz s © ##t3s<z> w^it ^m&mm & <fc »; st^tc imt-r & d £ #t* 

[0 0 0 6] 
[0 0 0 7] 

[0RS % -r & «> ©#® ] 
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[0 0 0 8] 

^®mmm.n=i-- v v \z & ^mtmmxitm^t^m^^ n.?- * ©Aits* 

[0 0 0 9] 

mi let*, rcD^M$tis i c^j- f<z>^J6«o>*«b#^;5*itv* 

1 0 1 ©rt^Jc#g«$nfc@^b&v> l^;y >f<Z)^>f *nn>fc?a.-#^3^£>& 

«©«j&10 2«:, tT'i 2 C <t o TU^t 5 J: ^ V C C, MM^m 

?I/0-l/IRQ;K I/0-2/IRQA-i:$4x6 0 IC^J-hU 
1 0 2 5:«bT®^L^VM;-^-^>f ^©J;o^gP^^«^e> 

[0 0 10] 

0 2ic:ii, roSS^lc^S I CJj- FlzmffiZftZ I C#- KM^y^" C^>f 
£5 i/ U n > © J; o & l m<Z)¥##S«_tlc v\t?£j&£ ti £ . 

[0011] 
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(J^T#lCCPU^Vx-5^-^*^S) 2 0 1, ROM (Read Only Memory) 2 0 6 
■f> RAM (Random Access Memory) 2 0 7, sfU&tSL * ^ V 2 0 8 & £(Z>i2l»g|g 
, Bif#^^^b«! ! S©m#5:^^^3^ , n-fe^-^2 0 9, Am***- h (I 

[0 0 12] 

* n v v 2 o 5 m^l&vm;-*^ * c^^-a-^g) ^e>a 

z>m&T°$>z>a cpu2oih mmffi.n^nffi&n&zzftogkUT'&v. */ 
Ezmfflirz. mmmmz 0 6, 207, 208H ^n^A^-^fcte^i 

tSltt'feS. 3^nt7t2 0 9ti, ^M-TS £3 ICR S AH|r#S;&if 

ns„ 1/0 (Affi*) 3K-h20 2n v-f^jzummzft omm-e&z 

So 

[0 0 13] 

_klBgE'i:g£g 2 0 6 , 207, 208(Z>e>*>, ROM2 0 6(i, Et^^ 

- #384*;* *EU (J^T, RAMhV^) 2 0 7te£mcffi'!lffi#<£*£m*#-e 

[0 0 14] 

±fliPFt?$H£>l =E U (JSAT. E E P ROM (Electrical Erasable Programmabl 
e Read Only Memory) £VN?) 2 0 8 It. A$<Z> offg&**?#IH£ * =E 
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mz&j&-£ftZ> e r©EEPROM2 0 8H U > ^IC 

ij - k# y - *'^-f # bikfrtix -^s^- * fetotc^fcti 

, y-#^>f JTjWKjMxT* I C*- K«*effi«HiiJ*'r«^S^*Sfc«), EE 
PROM2 0 8«StlS. 
[0 0 15] 

CPU201H v^t£^v>f ?a:/ni*yif£!^fc«EUc3;ri§o "tfcfc 

Y^f^^ROM, S!Jfl9%. IflfflU^^ (RG6f) „ f%aP AX B U S IC 
^tS7UK7>f^ /1XU^-A^fc*©Affi^im8&$:#o 0 CPU20 1tt 
, ROM2 0 6&}flZ&ffi-£tiT^Z>$t^%:m&&L. -£<Z>4*<frtC*Sj£^r Z>WiW 
ZfiOo CPU2 0 1ii I/OjK- h 2 0 2 LTA;fr£*l£^8P7=-#GD 

Btua*, rom2 o e^^^^^^^nffofe^ic^M^^es^^-^© 

J:^^^— ^©M^ffiL/. RAM 2 0 7^EE P ROM 2 0 8 \ZM~$~ Z>^r — $ &> 
[0 0 16] 

_hfBCPU2 0 l tt, ' ? □ <y * £j*EH» 2 0 5#tg>ft£3*uS3/;*'7 L A*ny 

|©$:%oTgfrf1s£*l£ 0 CPU20U1 ^<Z)p*33|SCD±I|gP#P^-Y >*MM 
O SFETi:Nf^>^;i/SMO S F ETfcjfr&J&SCMO SEIRfrfr &*J*3*l 
5. 4#JCffl«3*lfeV*#, CPU20 1H CMOSX*f-f»;i'7'J9^7D 
^©•fc^fc:**^-* y*SMt^tBfcCMOS;**"T-v*IB»i:. m^m± J - 
K^©«ffif © ^ y * - i: ffi # y - K'v tU*tS^f A^ny^ 
##K:ra«B lt^e> J: o & CMO S #>f $ y * ®j& £ £-£tr 0 
[0 0 17] 

i c#- KcD-fe^pa. y^w tniBi: uxtt, rvzfftmT-gLmz&m&m-t&ZL 
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© l^X # # P*3lt 2 *X T V > £ o 
[0 0 18] 

mo dN&ffiV*£#. r*U*4^©Montgomry3££; ^fctl-Sff-^LT U XAIC 
.fcoTfU^^^A 2 mo dNfcABmo d Ntf) 2 -D(Z>miZftm^Z> 3 
o Y=e n e n-l * * * e l ®^ e i 5rJt€te n ^ftT&^ej £T 

MIC 1 fcfy hfoBt^t, ej = 0£ofc£>A 2 modNm e } = l£ 
ofce>A 2 modNtABmodN^ItSo b£#oT, e^OOil^lC 
ttA 2 mo dN<Z>$HW(£>^iC i = 0T*$>S^©W^^a^*t>tl, ej =1© 
££tCl±A 2 modNilABmo d N H(D^M(D^\Z i = 0 -e&«ft*(Z)¥!l£ft&E 
tffffcfrtiS ej = o £ l i:lc^bfc2MU©m^M?^<z>^^^mti 

[0 0 19] 

, z:©lligM©=3^ , n-fey-9-2 o 9t'tt, JiiBHir^fl: - ^fbiifcicfflv^ns 

^fHIBhklllllX* mo dN<Z)^tt^ff&e>lC!3fc»jm£lSlfttf>** K-omMtf 
^\Ze x =0-e=fe> 1 T^foA 2 modN^ABmodN tCft&e) 
[0 0 2 0] 

Ef3©^-f ^ >y0lCfeVNT, (a) iC^f &5lZ$Lmt. e n =l(D£.%iZ 
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liA 2 mo d N©|H^CS:ff e n ®^<7) 1 fC«fc »JB£l^t 1 IgtABmo d 
NCD^&ffW ^©gli^lC i fc-?* U :*> h (n-1) LTi=0©^lC 
^12 5:1^ fc^T'. r^tf^he^ =OCOil^tt, A 2 modNO^I 
&*TVV = 0©¥fl5££: i U ;*> h (n-2) LT i = 0 ©¥!l5£fCB£ 

^t3^t. -fit, r^tf y h e n _ 2 = 1 (DH^iClt. A 2 modN0lI 
&f?W e„_ 2 0flS©n:j;yi|^t 15:StABmodN0aiS:fTV\ ^ 
©M^lCi S:-^? U * > h (n-3) LTi = 0O¥JStCl|l|t 2l:l^t 0 

[0 0 2 1 ] 

z.<Dmnm<D^7uvvy'2 o 9 tcasv^-cBu jtawiHN8Y©#ify he i & 

ISIOXIil IC^BB^JCA 2 mo d N ©tf(Z)t (C A B m o d N ©II ^ 
«fc 3 H3 (b) = 0(Di:^(Z)i:-5lCe j #f&« 0 tf> i; £ IC £ 

(b) 0>#>f $>2'm%.T$m4(D7U-3-V-hm<D&OlZ^ A 2 modNtA 

Bmo d NcDmm-mft&mKte. m^ite i (DWM&wfe&^timmt n$m*> 

ABmodNil^lf^h ICM L A 2 m o d N ©?IIi^©^{Ctt, i 
<Z>^? V bmttH i = 0<Z>W£B^t 2*^^>$tlSH— ftStlfcI&#^-f 

[0 0 2 2] 

jgMT'tt, ^ic^^ ftMt&JS, mmuitxz^uv ? <fc*j«f&£*u 

£S L T <z>i§#l»r#WT & fc> *i £ o 

[0 0 2 3] 

(R/W Buffer)i:©r^lC>y- 1 Z.<D>f- V 1 tt. 
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[0 0 2 4] 

©£&66ftf?*t;]U I/^^f^Df ^©y - K9-f h^97r (R/W Buffer)^ 
#l/^X^^O^fC>7*- 2*^(7 e>tl-5 0 3©^- MSS&2 tt, MfBI^«l 
tC^I^f&StC <fc »J M#^ff &*);ftT, e J tfmm 0 &A 2 mod Ng&#©?g 
I^A^UMDBty-K7>f h/t^77i:^LTM©W^^CD 

ti:ff^t»^SABmo dN©^Mm«, V- K9>f h Ay 7 r 

* e> tfy- hm$& 2 1*^- b * m v> fc^M© £ * t. $ ti s o 

[0 0 2 5] 

*ife5>fhXhn-7*«^«»S*i6. ±IB^- Ma»©ffi*'(g#J4, 
;t^7 7 (R/W Buffer)£^ffl I/*?;** tc^>f hxn-^#£LT>£A£ 

[0 0 2 6] 
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^>^&«ytfejfc.<5 J: "5 e i =0©i:£tCte, A 2 

mo dNi&f^(Z)^M^m*$^fe#:lc^>f h>f * ntfi/"</i/£ 

cDh^ici±, M^t&ai±^>r h>f *- vOHMfc/w i"Ov<D$.&£. bt, stir 

[0 0 2 7] 

©HiiMTWU l/^*^Dv^©lJ-K5>f FA?»77 (R/W Buffer)^ 

QX'VTs* ZOmiZlz: ls>? # 2 Z. X/V7.^-fU y 1 

tl<5o 2», luSai^=fillC0I^SJC<l: »JMW^ff&t>*lT. e t # 

^lO*e>lfA 2 mod N#tfs©»l!^S#|*»A;*MDBfc U - K9>f 

•7 T £ LTffife(D 1/ V* # C D A tC#£ *l£ «fc 5 &«#iJ£S&£7§^ U 

[0 0 2 8] 

1 £MtSOT% l/^X#CDA^<D$r£fc^-#©#^&^£iSjI:b 
~D~D?<Dmzft&t>ftZ> ABmo d N©^#r^##^-l^X#{C#^&£;ri 
%©t*5. ej tfi&Sl &£fc£-fe W# 2 ttSJCl^^X^CDAS:^i--5„ 

[0 0 2 9] 

<Z>mf&m&m2 tlT^Zo M9 (a) ©#>f ^ >?m&t>* (b) CD^O-^- 
h®K:fcV>T, BuiaMLfeJ:e>&C, A 2 modNOim ej <DW%.V>m$ 
t 1 ©P^*,**^ -SUMtoflsi: LTA 2 mo dNSiRl/tABmo dN©»[»JC 
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[0 0 3 0] 

i: £ izm&te < _tf2© <fc e> fcSUMfrf£ SrHtaE-r 6©t% *S6«JgT?*fc i: % left 
B0«:4#» & H. ffi"* r £ #1? £ £ . & ftl ffl L 7 * y * fe^Afti" 

[0 0 3 1 ] 

% e> * e> tc $ ti z> . 

[0 0 3 2] 

ha- >qg#©te3t £ ^ - >f * - jMRtttcffrifcT? ^5J;-3 lC"t*<&„ 

, ffiiJ-rSfcA©^>f FX hD-m^JJSnS. 3©<fc? 

%--?n,m s %i$y V't* •7<D£giz\,z > — f *->ow§-*§-©>K3E 
m^ffiytr-rj -fuovn&^xyy - h m&<D?f - b*m< & 5 klMW-t 

[0 0 3 3] 

_hlB© J: ? jE*m jr#*T 1 5 £ . *~ ^ - * - ytrJ^iite 
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<Dffife<Disvx*izfc?Lt>nz>zLiitet£^ 0 ^titcj:y, itsi sift© *u -iioi 

[0 034] 

©*~5-i§lir3:#ALT, (a) O^^^Cioi:, e j IzMhTM-it 
l/TA 2 modNiABmo d NCD^^^—^f h bT?T &5 J: O \Z Lfc^-^-e* 

[0 0 3 5] 

*£>*i££:#>, ro^JM^tt (b) ©#-f ^>y®tc^-r k^iz^-A-yu 

AtS. o^U, »frttJh&, ^X<DmMA 2 modNtABmodNCSHC 
[0 0 3 6] 

) iZftf&VT^Z. A 2 modN^ABmodN^MItt, fU^SIMPfc:*-- 
[0 0 3 7] 
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JCfcSjtfJftftTtt, lalBA 2 mo dNtABmo dN©<fc^&nyDl|[(Cfe^ 
[0 0 3 8] 

[0 0 3 9] 
[0 0 4 0] 
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yrXlZlsif^Zzru y #<Dffi1&(D 1st? X#lZfc?L?> ft Z>Z. titter* Z.ft\Z& 
[0 04 1] 

£fc&©#>f 5 >^E#j^3*lT^& 0 (a) IC^-T .k-plC^a, e n =l£> 
il^tCtiA 2 mo d Ntf)?f|^:£?fV\ e n ©¥05ttf> 1 tC«fc *JB#f^t 1 
mo d N©?§|#?:fTV^ -^©^H^fC i U ;* > h (n-1) LTi=Offl 

WfelZl&ffit ZZ^-t* Ik^T*. ftlfyhe,,.! =OCD££tiU A 2 modN 
©SII*S:fxVV =0<Dmfe£ i U ;* > h (n-2) lTi = 0©f} 

^tc^t 3 zm^zote^mmztthT. ±m&wiW4&(Di%mt 1, t 2 

[0 0 4 2] 

(b) ozj s.>tfmx*tz. ±mm$Lmm<D#n— *)v<dmai*. 
^(owm^M^^^mt 3 izmx.z> j:e>ic;ffx-r zl*ucj;»k 

B^ISt 3 &>f LT A 2 mo dNXIJABmo d N (D\,\-fftfr(D&M 

£ *i & £ iMC *A>W± ic b fc**iftJg#lH— ft £ *iT 

CDmSU^^ft-re^CDT'^So r*UC*fUT, (c) #>f^>y0Tte> _tS2 

( b ) t. \zmz±mwin$$<D >f > # - jvu iz & ^ x u#ng# ^ > # a ic^ft -r & m 

m&mwMVFtmmmx% ^o^f»©«^ic£*i3 0 tv^s^^n 
±SBSiir#c & ^ r 1^ vvtmx.T$m vm&x b&mmtez £ o „ tsitf «ffctL&-e 
(D&nm&zw-o J: e> testis fcsbic ^©^j^^ft-t^^ii^T^eo 

[0 0 4 3] 
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LfciufB&$g|^:#<DB£ISt 1 , t 2, t 3 KjggLBlft©^-0>1*--r ?;i/£ifA 
U -^B£t^C#-fv-^e><Z>#J&*£A;txS., d*iK:J:y, 015 (b) iz 

m-t&oizti, t2, 1 3©i$ia#±T— £i:&y, *«s«?g**e>©T*y* 

SH^tcr*. $>SV^^i^^^v-^c^iSLt^CB^T*^L,fcSLt^$:-fey hits 
(c) {C^-Tcfc^tC^IlIt 1 , t 2, t 3 <Dmm*:^>#&iz^itz-&z>z. 

[0 0 4 4] 

u-f?- vm\zj&-*&o\z^ 2\?>y bmm&m-emmir&teb'mizA 2 mod 

N — A 2 modN-ABmod N&tFi - 2 H i = 0 ? ^©^*J jgL 

\%m<DMMiz&^>tetfz> a 

[0 0 4 5] 

nyn-fe^1?-©SI^L^g§^-rs^T*lcA, B, NCDte^^-n^n^n-fe^-y- 

, Y0DffitCj:oT4®»;©B©'fiiB 1 , B 2 , Bg . B 4 tfi&gtC&y, ZLtl^ 
©-filteiiffcoTff-lELT. RAM^E E P R OM&£f lC|&$ftl/T35$ ^ ^037° 

u±yvm-mui??s#izmm-t2>ziiiztez>tf 0 zl<dv%. 4mv<DB<Dmiz&^ 
Tm>m*<Dmffimmzftwitfmtiz>-zsm&tf$>2> 0 

[0 0 4 6] 
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1" (Dlfy h©I^2T'*Sl 6*i£!tT? "8 8" £ "11", &«jaibfclB^ 
m^£^ms{$|B|C^Kfc££^M£*i<5o r<z>s*i±, "i" fr£ "o" *\ 

[0 0 4 7] 

t>U " 1" ©fcfy hODlfctfloJI&S^-*, Mx.K> " 1 " * h©iS[ 
#3T?«fe« "8 9" ^ "19" fc«jaiLfc»-&, "1" ©Ifv h©f£#2(5D^- 
*fctt?B»««««H3Qs*. dtltt, 1 Slfvh&rtXto&tfi "1" "0" K 

x ^z>^- # ^m^-rs ^ n&t>tiz>. mifcy*v * <dm& 

[0 0 4 8] 

2 tTy hjfi3S©»^JCtt4ji»J<Z>B©|tB 1 ~B 4 3 tfv h JCtt 

saycDBCDffiBj ~b 8 &3^ , n-fey"9-©i/s;^dtic«n«br«<. ^ot, 

?R*©afe*-Cia«ia» (RAM) jfrfc-T 5 - It .LIB^a -fe y -^©n 
[0 0 4 9] 

#ABmo d N&Hf?-r*l8, TIB© «fc ? &C 4 O ( 3 y b&Jl© £ # (Ctt&S 
V\«8o) CZ>e> *>©lEbVAB I/*?** CD Bfrt>m*MAjT*mftT*%Z>&OtZ. 
Y©2tf^h (»«V^43 Ify h) ©te&n^n-fey-frCDlWttl/S?;** (CCN 
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t) v htc^x tkizjjk-tfflm\spx#%.Tfw.%<Dmm<D£?^. 2^ 

V hf&MftWi&lZlt. AB X modN, AB 2 modN, A B g modN, AB 
4 mo dNCD^^H(Z)Slit5:-rS^5:^$-fr-6J:^tC-re o 
[0 0 5 0] 
MWrnisy** (CCNT) 

1 1 1 1 1 1 1 

I tf*y h 7 1 try b 6 I I fc?y h 2 I If *y M I If v h 0 1 



I I I I I L 



[0 0 5 1] 
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